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Chapter 1

Introduction

A watermark is a label applied to an image for various purposes, one being
proof of ownership.

Paper watermarks have been in use in Europe at least since the thirteenth
century mainly for authentication purposes [103]. They are still widely used
as security features in currency today (See figure 1.1).

The first watermarks for digital images were close imitations of paper
watermarks. A watermark image is superimposed on the image to be pro-
tected. The watermark is only faintly visible, without disturbing the host
image too much (See figure 1.2). IBM’s project with the Vatican library
is perhaps the most prominent example of the use of visible watermarks
today [9].

In this thesis we will focus on so-called invisible watermarks. Here the
watermark is not readily visible. It can be viewed as a secret message
embedded into the image. Such a message is called a steganographic message.

We will focus on using watermarks for copyright protection.

Figure 1.1: Watermarks in Mark and Dollar bank notes
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Figure 1.2: Visible Watermark

Scenario 1 (Naive scenario)

You have produced a work of art, say an image. You want to publish this
image in digital form. You embed an invisible watermark into the image.
This mark should be very hard to remove without destroying the whole
image. If somebody else claims ownership of your work you can use the
watermark to prove that this is your work.

Another use of watermarks is called tamper proofing or image verification.
Here the aim is to prove that an image has not been changed in the least.
This leads to quite different requirements — while in copyright protection
even big changes to the image should leave the watermark unchanged in
tamper proofing the opposite is true: even smallest changes to the image
should lead to a changed watermark. Some algorithms are described in
[104, 105, 61, 110]. We will not go into this further.

Watermarking methods have been applied to still text images, video, au-
dio and lately to more obscure “media types” like MPEG-4 Facial Animation
Parameters [44] or Cartoons [92].

Watermarking text was studied since the first half of the 1990ies by
Maxemchuk, Brassil, and Low (all from AT&T Bell Laboratories). [24]

summarizes their results.

While audio watermarking is in some parts quite similar to video water-
marking it also has unique aspects. We will only discuss methods for images
and video.

Literature The big rush toward digital watermarking research started
in 1995 and hasn’t stopped yet. Every year a bigger number of watermarking
algorithms is published. There are two conferences devoted specifically to
watermarking:

e the Workshop on Information Hiding first held in Cambridge, May
1996 [7], and in Portland, April 1998 [10],

o the Joint ISHT and SPIE Conference on Security and Watermarking
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of Multimedia Contents first held in January 1999 in San Jose [107]

Most conferences in the area of image processing and multimedia have
special sessions devoted to watermarking.

Several Journals have presented special issues on watermarking:

e Optics Express Focus Issue: Digital Watermarking [3]
e Computers and Graphics [1]

e Journal of Electronic Imaging [2]

e Signal Processing Special Issue on Watermarking [4]
e IEEE Computer Graphics and Applications [5]

e Proceedings of the IEEE Special Issue on Identification and Protection
of Multimedia Information [6]

There are several Bibliographies available on the World Wide Web: [41] is
narrowly focused on Watermarking while [8] and [55] also cover information
hiding/steganography. The Watermarking Mailing-List and Archive [62] has
been activ since January 1998. The Watermarking Webring [102] is a good
starting point for further research.

The rest of this thesis is organized as follows: we will start by laying
out the economical background and the need for watermarking. Then we
will describe the applications of watermarking in copyright purposes: nec-
essary features and processes. The main part will be devoted to the actual
algorithms as described in current literature. And finally we will describe
attacks on watermarks, with a special emphasis on the effects of modern
image compression techniques.
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1.1 Digital Distribution and the need for Water-
marking

Why do we need watermarking, and what would be the alternatives? To
answer this question we have to look at the economical consequences of the
shift from analog to digital media.

This shift is most readily visible in audio recordings. During the late
eighties and the early nineties analog recordings (MCs, LPs) have all but
disappeared from the consumer market and where replaced by digital ones
(CDs).

While CD players are commonplace and CD recorders (“burners”) are
already well established other consumer products like digital cameras, or
receivers for digital television are only just entering the market.

But this is just the tip of the iceberg. As consumers we see only a tiny
part of the industry. We still read the same morning paper and never notice
that the production of this paper has changed radically in the last decade
or two. The same goes for broadcasting, music production, publishing, ...
In all these areas the product (video, music, newspapers, books, ... ) is
now digital for most of the production process and part of the distribution
process.

Still the industry is wary of going the last step of the way and delivering
the product to the consumer in digital form.

A good example is the introduction of DVD — a new version of CD with
seven times the storage capacity. DVD would allow the distribution of full
length motion pictures or up to 5,2 Gigabyte of data [91]. Finding a standard
for video and audio on DVD with enough features for intellectual property
protection took a long time [39].

The reason: When you deliver e.g. video to the consumer in digital form,
there is no limit to the number of copies the consumer can make without
any loss of quality. There is also no limit to the number of ”generations” of
copies: copies of the original, copies of copies, copies of copies of copies, ...

So while people have an incentive to buy an original video on VHS, simply
because the quality is better than that of the pirate copy, this incentive is
gone when you deliver the same movie by digital means. All the pirate
copies will be of the same high quality.

The industry fears a gigantic loss of revenues equivalent to the loss suf-
fered by the software industry every year.

Now lets look at ways to avoid this. If we look at the distribution process
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Figure 1.3: Three generations of analog copies

Figure 1.4: Three generations of digital copies

there are several phases in which we want to protect the product:

e Production
During the production process we use access control to keep outsiders
from stealing the product.

e Distribution
During distribution over an untrusted medium (like the Internet) we
use encryption.

e Case A: Trusted End System
We only deliver our product to a trusted end system. This system will
not release the data in digital form, and will only allow those types of
uses that the consumer payed for.

e (Case B: Untrusted End System
Once the product is delivered to the consumer in digital form it might
be copied or manipulated in many ways.

Case A, the “trusted end-system” approach seems promising at first.
But would consumers accept it? Would they accept not being able to buy
just any video player, but only the ones marked “approved by ... ”7 This
would limit the consumers choice in an area that has seen open competition
combined with steadily falling prices in recent years.
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1. oles interests and legal as e ts

The literature routinely calls on the interests of the parties in a transaction
of intellectual property, e.g.

“One of the key problems with electronic commerce for mul-
timedia information is how to protect the interests of each role
in a transaction (such as service providers, customers, authors)
at low cost” [112]

What those roles and their respective interests are is not discussed.

The main focus seems to be on the owner (e.g. a publishing company)
and its interest in finding pirated copies of their work.

Zhao [111] defines the aim of his watermarking scheme as “identifying the
ownership and distribution path of multimedia works”. In whose interest is
finding the distribution path? And what legitimate reason could there be to
want to do this? Its certainly not in the interest of the customer and quite
opposed to any idea of privacy or “Datenschutz”.

Qiao and Narsted [85] argue that the rights of the legitimate customers
have not been addressed at all. They state that currently, sellers of in-
tellectual property have complete control of the watermarking procedure,
and customers have to accept the transaction from the sellers without any
certificate to prove their rights to use the watermarked data.

Another aspect we would like to add to this list is that buying is not
the only legitimate way to obtain intellectual property. For example in
many countries viewers have the right to videotape television broadcasts for
private purposes.

The legal framework is obviously more complex than the simple models
used in current watermarking schemes. Watermarking also introduces new
questions in the area of privacy or “Datenschutz”.

This is an area where we see the need not only for research but also for
public debate.
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If we want to use watermarks for copyright purposes as described in Scenario
2 (page 14) we must demand certain features of any watermarking method.
We will discuss a list of such features.

In the second part of this chapter we will see why technical requirements
on the watermarking method alone are not enough.

1 eatures of Watermarks

We will now discuss some desirable properties for watermarks as given in
the literature. (This is a compilation of the lists in [31] and [18].)

The following terminology is used here: the watermark is inserted into
the host signal, which can be an still image or a video stream.

An invisible watermark for copyright protection should be

A hidden The insertion of the watermark should not degrade the host
signal. Also, the presence of the watermark should not be readily
visible. This goal is in conflict with the next two.

ro ust The watermark should resist manipulations which might occur
in legitimate use like: filtering, lossy compression, cropping, printing
and scanning, conversion to a different data format, .... Cox and
Miller [31] have argued that the watermark must be placed in percep-
tually significant regions of the host signal to resist lossy compression.

C tamper resistant The watermark should resist attempts to remove it.
This is not an absolute requirement, rather it is linked to the level of

16
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degradation of the host signal. A “brute force” attack which destroys
the host signal might well remove the watermark.

pu lic The method of watermarking should be known to the general
public. Like in cryptography “security through obscurity” is not a
valid concept. By keeping a watermarking method secret you remove
it from the peer reviewing process and thus make it less secure

E multiple atermarks It should be possible to insert multiple water-
marks. Even in the naive scenarios this is necessary if a collage of
several works is created: the watermark of all the originals used and
the watermark of the creator of the collage should still be detectable.
In more complicated scenarios this requirement becomes increasingly
important.

scala le It should be possible to use better versions of the same tech-
nique when more computing power becomes available. This corre-
sponds to the use of bigger keys in cryptographic algorithms. On the
other hand the watermark should still be tamper resistant in spite of
more computing power.

sel clocking ar itrary re entrant If only fragments of the host
signal are available —, e.g. after cropping or rotating a picture — the
watermark can still be recovered.

orks in the compressed itstream This feature is especially use-
ful for real time applications and for fingerprinting.

I resistance to collusion attack Ifseveral images marked with different
watermarks are “averaged” the result should still be watermarked.
This feature is needed in two situations: In fingerprinting, where the
same image is watermarked differently for different customers, and
(as pointed out in [94]) in the watermarking of videos, where several
similar frames could be averaged.

For real time video streams two further properties are needed:

I real time The watermark can be applied in real time.

and idth Adding the watermark may not increase the necessary band-
width for the video stream.

Remember that these are requirements — not features actually exhibited
by any existing watermarking method. It remains to be seen if all these
requirement can be met at once, or even if some of these requirements can
be met at all.
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Alices Bobs
Watermark Image | Watermark
Detector Detector

Figure 2.1: Conflict: Alice and Bob can both detect their respective water-
mark in image

From requirement B “The watermark should resist ... conversion to a
different data format” follows that the watermark must be inserted into the
actual image data rather than into the specific image format. For exam-
ple Puate and Jordan [84] describe a method for embedding a watermark
into the format of an image. When the image is converted to JPEG the
watermark is lost. This method can obviously not be used for copyright
purposes.

. roto ols

In 1996 Craver, Memon, eo an eung asked a simple question “Can Invis-
ible Watermarks Resolve Rightful Ownerships?” [33]. They constructed a
scenario to show that the answer is “No”.

Scenario 3
lice and ob both claim to be the rightful owners of an image . s shown
in Figure 2.1 both can detect their watermark in the image.

To resolve the dispute we can ask both to show us the original, unwa-
termaked image. We expect to find that one “original image” is in fact not
original but contains a watermark. See Figure 2.2.

If this is the case we can reconstruct what happened: Bob created the
image and kept an unwatermarked copy. He then watermarked the image.
Alice got hold of the watermarked image and added her own watermark.
But her “original image” contains Bobs watermark. Dispute solved.

But what if both “original images” contain the other watermark as shown
in Figure 2.3.7 Obviously we cannot solve this dispute with watermarks
alone. But is such a scenario possible? Craver, Memon, eo an eung
showed a method of constructing a “fake original image”:
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Bobs Alices
Alices "Original" Watermark Watermark Bobs Original
Detector Detector

Bobs Alices
Alices "Original* Watermark Watermark Bobs Original
Detector Detector




20 pplication

The minimal legal requirement for a watermarking scheme would be that
it not be invertible if it is used in ownership disputes.

The problem pointed out by Craver, Memon, eoan eung would lead us
away from focusing on the embedding and detection algorithms alone, into
the area of protocols — how these algorithms are used by the parties in a
transaction. The term protocol is used in the same sense as in cryptography.
See Herrigel [50] or Memon [70] for examples of complete watermarking
system with protocols.
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